TRYHACKME - WEB SECURITY & DEFENSIVE ARCHITECTURE

Web Security Essentials:

Understanding the Attack Surface &
Defense-in-Depth Architecture

“Web applications are accessible 24/7 to the entire world by design. That accessibility makes the
web our greatest operational capability—and our most exposed security boundary.”

As part of my ongoing cybersecurity learning journey and defensive assurance research, | completed the Web
Security Essentials room on TryHackMe. The web has fundamentally transformed modern infrastructure,
allowing organizations to deliver high-performance applications, process financial transactions, manage data, and
serve millions of users directly through the browser.

However, this power introduces critical tradeoffs. Because web applications are permanently exposed and directly
connected to backend databases and cloud environments, they represent the primary initial access vector for
malicious threat actors. Rather than treating web servers, firewalls, and application code in isolation, this field
dossier establishes a unified, multi-tiered defense-in-depth architecture for modern web security.
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1. From a Security Perspective: The Dual-Sided Risk Model

The migration of software to web-native platforms provides undeniable agility: immediate updates, cross-platform
reach, and reduced user client footprints. However, the attack surface expands exponentially. In defensive
security, we must evaluate risk from both sides of the connection—the organization hosting the application and
the user interacting with it.

As a Web Application Owner As an End User
Your application is exposed to the public Internet Your confidential data is stored externally on
24/7/365. third-party servers.

Anyone worldwide can probe endpoints and scan A browser compromise or session hijacking

for zero-days. exposes multiple accounts.

Defenders must constantly track emerging CVESs, A backend breach can result in financial loss or
dependencies, and zero-days. severe identity theft.

You bear statutory liability (e.g., Kenya Data Personal privacy can be permanently and
Protection Act, GDPR). irreversibly compromised.

Security Principle

A vulnerable web application is rarely the final destination of an attacker; it is almost always the initial
foothold into an organization's internal cloud and database infrastructure.

2. Real-World Case Study: Capital One SSRF & WAF Misconfiguration

In 2019, Capital One suffered one of the most prominent cloud data breaches in history, exposing the personal
and financial records of over 100 million individuals. The incident serves as a textbook example of why perimeter
defenses alone are insufficient.

The attack originated through a misconfigured ModSecurity Web Application Firewall (WAF) deployed on an
Amazon EC2 instance. The attacker exploited a Server-Side Request Forgery (SSRF) vulnerability in the WAF
itself to query the AWS Instance Metadata Service (htt p: // 169. 254. 169. 254). The metadata response
leaked temporary IAM credentials associated with the WAF's instance role. Because this role possessed
excessive privileges, the attacker utilized the keys to sync and exfiltrate over 700 Amazon S3 buckets.
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(

. . . threat-intel - capital_one_breach.trace LivEe @

( Real-World Incident ]

Vs
1. External Recon 2. SSRF Exploitation 3. Credential Theft 4. s3 Exfiltration
Discovered ModSecurity Injected metadata URI WAF returned temp Overly permissive
WAF on AWS EC2 via SSRF payload: IAM Role security IAM role dumped 700+
instance endpoint 169.254.169.254 keys via IMDS Amazon S3 buckets
.
-
CRUCIAL SECURITY LESSON: DEFENSE IN DEPTH
A WAF alone is not enough. Secure IMDSv2, least privilege IAM policies, and egress filtering are essential.
.

TARGET CLOUD INFRASTRUCTURE VECTOR SSRF VIA WAF IMPACT 100M+ RECORDS

Assurance Lesson

Perimeter controls must be paired with least-privilege IAM policies, metadata service hardening
(IMDSV2), and strict egress filtering. A misconfigured defense tool can become an exploitation bridge.
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3. Web Infrastructure & The HTTP Request-Response Lifecycle

Every web interaction rests upon the foundational client-server request-response model. When a user requests a
URL, the client browser constructs an HTTP/HTTPS request, resolves DNS, traverses network boundaries, and
reaches the web server. The server processes headers, verifies authorization, executes backend logic, queries
databases, and returns an HTTP response (HTML, JSON, or media assets).

(

. . . http-inspector - request_flow.trace Lve @

[ Ingress Architecture j

~
Client Browser CDN & WAF Edge Web Server App Logic
HTTPS Clean
User / Attacker Filter & Cache Nginx / Apache / IIS Python/PHP/Node
J/

Response Assembly
403 Denied
o ol S U‘L/ O3 PP ) static

The request-response cycle is the core entry point: every client payload traverses the boundary.

PROTOCOL HTTPS/TLS 1.3 METHOD GET/POST PORT 443

From an offensive and defensive perspective, every point along this path represents a potential security
checkpoint or attack vector:

Request Flooding (DDoS): Overwhelming web servers with connection floods to exhaust CPU, memory, or
bandwidth.

Parameter Manipulation & Injection: Embedding malicious SQL, XSS, or OS commands inside URI queries,
headers, or POST bodies.

Access Control Bypasses: Modifying session cookies, JWTSs, or object identifiers (IDOR) to access
unauthorized backend data.

4. The 3-Tier Web Service Architecture & Attack Surface

To secure a web application effectively, defenders must decompose the service into its three structural tiers.
Vulnerabilities can exist independently in any tier, and a failure in one tier compromises the entire system.
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(

Web Stack Tiers

service-stack -

component_model .view

Web Security Essentials: Attack Surface & Defense-in-Depth

LIve @

Ve
1. APPLICATION LAYER

Code, Logic, Templates, API Endpoints

Risks: SQLi, XSS, Broken Auth, IDOR, SSRF

2. WEB SERVER LAYER

Nginx, Apache HTTP Server, Microsoft IIS

Risks: Misconfig, Info Disclosure, DoS, Path Traversal

3. HOST MACHINE LAYER

Linux / Windows 0OS, Kernel, Filesystem

Risks: Privilege Escalation, Web Shells, Unpatched CVEs

TIERS 3 LAYERS

Component Tier =~ Primary Function

1. Application Business logic, user auth, dynamic
templates, API endpoints (PHP, Python,

Node, Go).

2. Web Server Listens for incoming HTTP requests,
terminates SSL/TLS, routes traffic, logs

access (Nginx, Apache, IIS).

3. Host Machine  Underlying operating system
(Linux/Windows), kernel, file system,

network interfaces.
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SURFACE APP + SERVER + OS

Primary Attack Vectors

SQL Injection, Cross-Site Scripting
(XSS), IDOR, SSRF, Broken
Authentication.

Server misconfiguration, unpatched
CVEs, directory traversal, info leakage,
denial of service.

Privilege escalation, web shell
deployment, weak file permissions,
unpatched OS exploits.
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5. Protecting the Web Ecosystem: The Three-Tier Defense Triad

Defending web applications requires a synchronized defense strategy across all three components. Security is
not a single feature but a layered discipline:

A. Protecting the Application Layer

Secure Coding Practices: Eliminate hazardous functions, implement global error-handling routines that
suppress stack traces, and never hardcode secrets.

Input Validation & Sanitization: Enforce strict server-side whitelisting on all parameters and utilize
parameterized SQL queries (prepared statements).

Granular Role-Based Access Control (RBAC): Validate user authorization at every sensitive endpoint and
object query.
B. Protecting the Web Server Layer

Comprehensive Access Logging: Capture detailed metadata for every HTTP transaction to feed real-time
SIEM detection pipelines.

Web Application Firewalls (WAF): Inspect payload signatures, analyze behavioral anomalies, and filter
malicious inbound requests.

Content Delivery Networks (CDN): Cloak origin IP addresses, enforce TLS 1.3 encryption, and absorb
high-volume DDoS floods.

C. Protecting the Host Machine Layer

Principle of Least Privilege: Run web server daemons under non-privileged service accounts (ww\«+ dat a,
ngi nx) with restricted shell access.

System Hardening: Disable unnecessary system daemons, close unused ports, enforce strict filesystem
permissions (chrmod / chown), and disable directory indexing.

Endpoint Antivirus & File Integrity: Deploy real-time behavioral monitoring and signature detection to
intercept web shells and post-exploitation binaries.

Universal Baseline

Regardless of tier, two controls remain mandatory: Strong Multi-Factor Authentication (MFA)
across all admin interfaces, and an Automated Patch Management Cadence for OS kernels, server
binaries, and application dependencies.

6. SOC Access Log Analysis & Attack Forensics

Web server access logs are the primary forensic evidence during incident triage and threat hunting. Every HTTP
request creates a structured record containing the client IP, timestamp, method (GET/POST), URI path, status
code, response bytes, and User-Agent.
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(
00 soc-workbench - access_log.forensics Live @
Log Analysis
——— BENIGN USER ACCESS PATTERN ——-
e N
10.10.10.100 - - [28/Sep/2026:10:14:02] "GET /index.html HTTP/1.1" 200 4520 "Mozilla/5.0..."
10.10.10.100 - - [28/Sep/2026:10:14:15] "GET /login.html HTTP/1.1" 200 2150 "Mozilla/5.0..."
10.10.10.100 - - [28/Sep/2026:10:14:28] "POST /login.html HTTP/1.1" 302 450 "Mozilla/5.0..."
10.10.10.100 - - [28/Sep/2026:10:14:30] "GET /myaccount.html HTTP/1.1" 200 8920 "Mozilla/5.0..."
. J
——— MALICIOUS ATTACK PATTERN DETECTED ——-—
4 N\
198.51.100.42 - - [28/Sep/2026:10:18:01] "GET /admin.php HTTP/1.1" 404 162 "curl/7.68.0" [Probe]
198.51.100.42 - - [28/Sep/2026:10:18:09] "POST /api/search?q=%27+OR+1%3D1-- HTTP/1.1" 403 240 "sglmap/1.8" [SQLi]
198.51.100.42 - - [28/Sep/2026:10:18:22] "POST /upload.php HTTP/1.1" 200 48 "Mozilla/5.0" [WebShell Upload]
198.51.100.42 - - [28/Sep/2026:10:18:25] "GET /uploads/c99.php?cmd=whoami HTTP/1.1" 200 12 [RCE Execution]
. J
Log analysis allows SOC analysts to correlate IP, timestamp, user agent, URI, and HTTP status codes.
SOURCE NGINX/APACHE EVENTS TRIAGED ALERTS 2 CRITICAL

In the forensic trace above, a security analyst can clearly contrast benign operational behavior with an active
multi-stage intrusion sequence:

Benign Baseline: A legitimate user accesses / i ndex. ht m (200), loads /| ogi n. ht M (200), submits
credentials via POST (302 redirect), and enters / myaccount . ht m (200).

Malicious Intrusion Pattern: An external actor probes administrative paths (/ adm n. php 404), launches
automated SQL injection via sql map (403 blocked by WAF), bypasses insecure file upload controls (POST
/ upl oad. php 200), and executes arbitrary commands via a deployed web shell
(/ upl oads/ c99. php?cnd=whoami 200).
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7. Defensive Architecture: Content Delivery Networks (CDNSs)

A Content Delivery Network (CDN) distributes static and dynamic web content across globally distributed edge
caching servers. While originally engineered for latency reduction, CDNs are now fundamental perimeter security
boundaries:

Origin IP Masking: The CDN acts as an authoritative reverse proxy. Direct access to the origin server IP is
shielded, preventing direct-to-host exploitation.

Volumetric DDoS Absorption: Distributed Anycast edge routing disperses and absorbs massive multi-gigabit
denial-of-service floods before they reach infrastructure.

Enforced TLS / HTTPS: High-grade TLS 1.3 encryption is terminated at the edge with automated SSL
certificate lifecycle management.

Integrated Cloud WAF: Modern CDN platforms (Cloudflare, AWS CloudFront, Azure Front Door) evaluate
rules directly at the edge, blocking malicious requests near the source.

8. Defensive Architecture: Web Application Firewalls (WAFs)

A Web Application Firewall functions as an intelligent digital bouncer for application traffic. Unlike Layer 3/4
firewalls that only inspect IP headers and TCP ports, a WAF operates at Layer 7, deeply inspecting HTTP/HTTPS
payloads, query strings, headers, and multipart form bodies.

(

00 waf-engine - inspection_pipeline.flow LIVE @

Edge Security

WAF INSPECTION ENGINE

91555 — ¢ Signature Detection (Known Payloads, sglmap, Nikto) Origin Server

Legif
Protected App

Traffic Stream e Heuristic Analysis (Suspicious syntax <script>, ' OR|1=1)

* Behavioral & Rate Limit (Brute force, Spikes)

403 Forbidden

e IP Reputation & Geo-Filtering (TOR, Malicious ASNMalfcTi
P 9 ! Blocked & Logged

. J

Like an intelligent digital bouncer: every HTTP packet is evaluated against strict security rules.

ENGINE REVERSE PROXY MODE ACTIVE BLOCKING
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WAF Detection
Method

Signature-Based

Heuristic-Based

Anomaly &

Behavioral

Geo-IP & Reputation

Operational Mechanism

Matches patterns against databases
of known exploit payloads, CVE
signatures, and tool User-Agents.

Analyzes request syntax, logic, and
context for suspicious character
sequences and structural anomalies.

Establishes baseline traffic models
and flags deviations in request rates,
error ratios, or payload sizes.

Integrates threat intelligence feeds to
block traffic from known malicious
ASNSs, TOR exit nodes, or high-risk
regions.
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Real-World Example

Blocking automated requests
containing sql map/ 1. 8. 1 or known
exploit strings.

Detecting script tags
<script>alert(1l)</script>or
nested SQL commands.

Triggering rate-limiting on 50 failed
login attempts within 10 seconds from
a single subnet.

Restricting administrative portal
access exclusively to domestic
corporate IP ranges.
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9. Host-Level Antivirus & Web Shell Defense

A frequent misconception in web security is that Antivirus (AV) is irrelevant because web attacks target the
application layer. In reality, AV and Endpoint Detection and Response (EDR) agents provide critical defense
against post-exploitation activities.

When an attacker successfully exploits an arbitrary file upload vulnerability or remote code execution flaw, their
immediate objective is typically to drop a web shell (such as c99, r 57, or custom obfuscated PHP/JSP scripts).
Endpoint protection agents detect these malicious artifacts through signature databases and behavioral
monitoring (e.g., detecting ww+ dat a spawning / bi n/ bash), stopping privilege escalation before full
compromise.

10. Multi-Layer Web Defense-in-Depth Architecture

True resilience is achieved only when each defensive layer reinforces the others. If an attacker bypasses the
edge WAF, application validation must prevent exploitation; if code fails, host hardening and least privilege must
contain the blast radius.

. . . defense—architecture - web_matrix.overview Lve @
[ Defense-in-Depth j
e A
EDGE PERIMETER Cloud CDN + DDoS Mitigation + TLS 1.3 Termination + Reverse Proxy [ ]
\ J
e N
WAF INSPECTION Signature, Anomaly, Rate Limiting & Geo-IP Blocklists L]
\ J
e A
WEB SERVER TIER Server Hardening, Disable Directory Listing, Access Logging, Security Headers [ ]
\ J
e N
APPLICATION CODE Input Validation, Parameterized SQL Queries, Output Encoding, Strict RBAC [}
\ J
4 A\
HOST & SYSTEM OS Least-Privilege Execution (non-root), Endpoint AV, Kernel Patching, Egress Filter [ ]
\ J/
ARCHITECTURE LAYERED POSTURE HARDENED

11. Comprehensive Practical Takeaways

TryHackMe - Web Security Essentials - Field Notes Page 10 of 12



NAZLINE MWITA - CYBERSECURITY ASSURANCE Web Security Essentials: Attack Surface & Defense-in-Depth

Completing the Web Security Essentials lab connects fundamental networking with modern application security
architecture:

Web Security Concept Defensive Function & Assurance Relevance

Request-Response Cycle The fundamental HTTP/HTTPS communication pathway; every
parameter represents an ingress inspection checkpoint.

3-Tier Architecture Segregates Application logic, Web Server routing, and Host OS into
discrete security domains.

WAF Filtering Enforces Layer 7 payload validation using signature, heuristic,
behavioral, and reputation models.

CDN Edge Shielding Cloaks origin server IP addresses, terminates TLS, and absorbs
volumetric DDoS attack floods.

Access Logging Provides structured forensic telemetry (IP, URI, status, user-agent)
necessary for SOC triage.

Least Privilege & Restricts web daemons to non-root accounts and isolates filesystem
Hardening write permissions to stop web shells.
Defense-in-Depth Ensures no single point of security failure exists across the entire

technology stack.
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12. What This Means for My Cybersecurity Journey

This walkthrough reinforces an essential truth of cybersecurity assurance: vulnerability discovery is not about
clicking automated buttons in a scanner; it requires a deep, architectural understanding of how the web
stack operates from end to end.

Before evaluating or auditing a web application, an assurance analyst must answer critical architectural questions:

What web servers and framework runtimes are powering the application?

Is the origin IP masked behind a CDN reverse proxy, or directly exposed to the public Internet?
How are incoming parameters validated and sanitized before database queries are executed?
What Layer 7 WAF rules are actively inspecting payloads, and what failover policies exist?

Are web daemons executing under strictly isolated, unprivileged service accounts?

Are web access logs centralized, tamper-proof, and continuously monitored by a SOC?

Mastering these fundamentals strengthens every discipline | practice as a cybersecurity professional—from web
application penetration testing and vulnerability assessments to defensive cloud architecture, SOC
operations, and KDPA compliance assurance.

Final Reflection & Guiding Principle

The core takeaway from Web Security Essentials is that security cannot be bolted onto a single tier. An
impenetrable application can still fall to an unpatched web server CVE; a fortified WAF can be bypassed if
backend IAM roles are overly permissive.

Defensive Guiding Principle

Understand the request. Inspect the boundary. Harden the host. Defend in depth.

Nazline Mwita

CompTIA Security+ certified Cybersecurity Assurance Lead and Co-Founder at HarLyn Digital Partners.
Specializing in authorized web & API security assessments, defensive cloud architecture, KDPA compliance
reviews, and SOC operations in Nairobi, Kenya.

LinkedIn: linkedin.com/in/nazline-mwita-130555333 - YouTube: @secured.by.lynmwita - GitHub:
github.com/Lynmwita
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